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RAIL COMMUNICATION NEEDS ARE EVOLVING

While metro and rail services are becoming driverless,
services are moving faster and need to be remotely
supervised, communication paradigm is shifting

• Mission critical communication
• Real time information 
• Automation for faster reaction
• Remotely supervised and controlled
• Fully recorded with or without connectivity
• Integrated with stations and Control Center
• Cybersecurity by design at the core

Cybersecurity

Coordination 
and 

Collaboration

Monitoring & 
Proof Save 
Operations

Crisis 
Management & 

Post event 
record

Agility & 
Promptly  
Recover

Contextual 
Information 

Access

Integrated 
platform



M
ar

ch
 2

4

3 

 

ON-BOARD COMMUNICATIONS FOR PASSENGERS’ SAFETY

Unmanned train

Real-time assistance in emergency situations

Mission critical communication

station

OCC

BOCC

Cabin intercom (CAB) Intercom

Asset visibility
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Système Téléphonie/Interphonie  

(système centraux : redondés et virtualisés)
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OPERATIONAL SECURITY PROCEDURES INCREASED 

1. Complex Recording environment
• Record everything from everywhere
• Enrich recording with situational info such as PK and geolocation for example
• Discrete listening when emergency call before, during and after

2. Logs management and alarms
• Enrich Logs mechanism and alarms (SNMP traps ) with tags 
• All logs gathered in a single place to apply AI and ML. 

• i.e. if an admin has multiple connection rejected

• Business oriented alarms with integrated or automatic call to action for the 
administrator

• i.e. Server restart, warning cybersecurity breach, network disconnection…
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• Supervision (alarm and status)
• All phones and intercoms (onboard, trackside, on stations, elevators…)

• Sound Matrix

• Full asset visibility

• Each development requires a support contract for long-term 
maintenance

NEW RICH USER INTERFACES INTEGRATED IN HYPERVISORS
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EASY TO READ DASHBOARD AND METRICS
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STRONGER INTEGRATION IN OPERATION 

1. Synchronization emergency call with CCTV and situational 
awareness

2. Trigger and monitor Emergency evacuation plan 
3. Accelerate automation with human control: Dispatch console
4. Permanent improvement process

Live vulnerabilities patch following Pentest 
Scrambling OS 

5. ANSI and cybersecurity certifications
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CYBERSECURITY BY DESIGN AT THE CORE

1. Authentication process 802.1X plus certificate management
From 1 certificate per system to 1 certificate per device
Each network equipment must connect to Radius server

2. Secure the Connections
Profile, generic technical account synchronization with Active Directory, new rules for 
password chge
Each device must be capable to change server for spatial redundancy 

3. Encryption for voice and call control signaling
Voice and signaling encryption must be apply to all ecosystem bringing interworking 
compatibility challenges (interphone, door phone, emergency call points, elevators 
phones) 
SIP and encryption validation must be conducted
Key exchange mode must be put in place with all devices (SRTP)
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THE MAJOR DIFFERENCE IS WITH ONBOARD SERVICES

•Mission critical is essential
•Full integration of communication application between 
train and ground
•Direct access to emergency team outside OCC from 
intercoms
•Enriched features with geolocation
•Communication services always up even without 
network, then resume with OCC
•Cybersecurity always on



M
ar

ch
 2

4

11 

 

• Built-in Security
• Green IT 
• Scalable
• Long term support
• Subscription-based Digital Age  

Communications
Digital Age 
Networking

Tailored
Services

We make everything connect by delivering digital age networking, communications and 
cloud solutions with services tailored to ensure our customers’ success. 
In the Cloud, on Premises or Hybrid.

WE ARE ALCATEL-LUCENT ENTERPRISE (ALE)

HQ in Paris, France

Presence in 40+ Countries

2,900 SIs / partners

830,000 customers 
100+ years experience 

and innovation
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100 + RAIL CUSTOMERS WORLDWIDE USE OUR TECHNOLOGY

■ ÖBB Infrastruktur AG

■ RATP

■ SBB Switzerland

■ Metro Northbound Cityringen CPH 

■ Metro Dublin

■ Manchester Metrolink (TfGM)

■ ATM Milano Metro

■ Florence Tramway

■ Latvian Railway

■ Infrabel - Sncb 

■ HVV Hamburger Verkehrsverbund 

■ St Gothard Rail Tunnel

■ Prorail BV Netherland

■ Railways Of The Slovak Republic 

■ Københavns Metro Denmark

■ Adif  Spain

■ Madrid Metro 

■ Malaga Metro 

■ Barcelona Metro 

■ PKP Poland

■ REFER – Portugal

■ Ourgla Tramway Algeria

■ Sidi Belabbes Tramway Algeria

■ Tram Casa L1- Morocco

■ Dubai Metro UAE

■ Honolulu Rail Transit (HART)

■ New York City transit USA

■ Transit Wireless USA

■ Conrail

■ Montreal Metro (STM)

■ Saudi Railways Organization (NSR)

■ Riyadh Metro L1-2

■ Egypt National Railway

■ Medina Mecca

■ Metro SP L17

■ Metro De Santiago S.A.

■ METRO DE MEDELLIN Colombia

■ Metro St Domingo

■ Metro Panama L1-2

■ Seoul Metro

■ SMRT Singapor

■ East  Coast Railroad

■ Shanghai Shentong Metro

■ DMRC - Delhi Metro Rail Corporation

■ Kochi Metro

■ Bengaluru Metro

■ Noida Metro

■ Rapid Metro Gurugram

■ Kolkata Metro

■ Navi Mumbai Metro

■ DFCC India (Eastern corridor)

■ Hyderabad Metro 

■ Indian Railways

■ Nanjing Rail Transit
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THANK YOU… 
TO TAKE THE JOURNEY WITH US! 


